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CONTEXT  /  HISTORY REPEATS

Every new technology looks 
unfamiliar until it doesn't.
In 1911, the Baker Motor Vehicle Company marketed electric cars as a 
curiosity. The automobile was treated as a novelty grafted onto the 
horse-drawn world — until the entire industry around it disappeared.

AI in security is at the same inflection point today.

CIRCA 1911
Horse vs. Automobile
Period advertisement from the Baker Motor Vehicle 
Company.

Source: Baker Motor Vehicle Company archives, c. 1911.
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IPS Protection

July 21st 

Massive Exploitation 
Wave

Exploitation Activity vs. IPS Mitigation Timeline
Daily attack volume against the deployment of IPS protection coverage

Source: Internal Threat Intelligence  |  Observation window: July 2024
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AI, From Integration to Autonomy
• AI fully embedded in attacks, operationally indistinguishable from 

human activity 

• Beginning of transition from Assistant to Autonomous-Operator

• AI becomes a major attack surface via prompt injection, agent 
abuse, and data leakage

• Structural Vulnerabilities in the Model Context Protocol (MCP) 
Check Point Lakera data shows security flaws in 40% of MCPs

Vulnerabilities in MCP Servers - CP Lakera data, Survey of >10K online servers
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Case Study : 
VoidLink - AI Authored Malware Framework 

• New cloud-native Linux malware framework
• Chinese speaking authors 

• Highly modular, with more than 30 modules 
• Authored almost entirely by AI

• One developer achieved operational implants 
within less than a week

• Development plan orchestrated by an AI model
• AI used as the blueprint to build, 

execute, and test the framework.





Publicly Available Models Already Unlock
Autonomous Exploitation

source: moak.ai



Agentic AI: Accelerates Impact…

Attackers just hired an 
incredibly smart 
“Intern”

(attacker autonomous agent)



Patching “Grace Period” is Collapsing

source: zerodayclock.com



Zero-Day CVE on Changed Attack Surface
New CVE published → agent detects it affects your infra → researches exploit → builds targeted payload — autonomously

ATTACK SURFACE 
CHANGE

New Squid version on
company asset

Attacker 
Agent

DEEP RESEARCH
Reads patch diff, finds
URN triggers overflow

CVE MATCH
CVE-2025-54574

CVSS 9.8 heap overflow

BUILD PAYLOAD
Crafts urn: request to

trigger vulnerable code

VALIDATE
10/18 proxy nodes 

confirmed vulnerable

Alert -> Exploit 12 minutes



SUPPLIERS

LOGISTICS 4.0

ADVANCED MANUFACTURING SYSTEMS

3D 
PRINTING

Additive 
Manufacturing

SENSORS
Real-time Data

ICS
Industrial 
Control 

Systems

NANOTECH
Advanced 
Materials

ROBOTS
Automation & 

Cobots

BIG DATA

IoT

MASS 
CUSTOMIZATION

Industry 4.0 Ecosystem
Connected. Intelligent. Autonomous.



OT • FIRST PRINCIPLES

Why OT Is Not Just "Industrial IT"
Treating an OT incident like a corporate one gets people hurt. The priorities, lifecycles, and failure modes are fundamentally 
different.

Dimension IT World OT World

Priority Confidentiality → Integrity → Availability Safety → Availability → Integrity → Confidentiality

Asset lifecycle 3–5 years 15–30+ years — replacement requires a plant shutdown

Patching cadence Monthly, often automatic Annual turnaround windows — if at all

Reboot impact User inconvenience Lost batch, missed shipment, regulatory event, or hazard

Authentication Identity, MFA, SSO are baseline Most industrial protocols have none — no auth, no encryption

Failure mode Data loss or service outage Physical damage, environmental release, or injury

Compliance driver GDPR, SOC2, PCI NIS2, IEC 62443, NERC CIP, EU CRA

OT security choices are operational decisions, not policy decisions.



OT • PROTOCOLS

Industrial Protocols Attackers Abuse
Most OT protocols were designed in the 80s and 90s for serial links. They have no authentication, no encryption, and trust every
command they receive.

Modbus / TCP •  Schneider
PLC read/write
No auth. Any host on the network can write to coils, 
registers, or stop the PLC.

DNP3 •  Utilities
SCADA telemetry
Optional Secure Authentication rarely deployed. 
Spoofable measurements and control commands.

PROFINET •  Siemens
Real-time control
Layer-2 discovery floods. DCP-Set can reconfigure 
devices. No authentication on engineering frames.

S7 / S7Comm •  Siemens
PLC programming
Direct memory access and program download. Stuxnet's 
primary channel.

EtherNet/IP & CIP •  Rockwell
Drives, IO, PLCs
Unauthenticated CIP messages. Forward Open / Stop 
CPU commands trivially issued.

OPC UA •  Cross-vendor
Modern integration
Strong security available — but frequently deployed with 
security disabled for compatibility.

If you can't inspect the protocol, you can't secure the process.



Ongoing existing 
challenges
we keep hearing 
from customers

Sound familiar?

OT networks are flat - one breach reaches 
everything

No visibility into OT traffic - unknown devices, 
unknown flows, unknown threats

Segmentation projects stall - complex, manual, 
and resource-intensive to implement at scale

No proof of zone isolation for NIS2 and IEC 
62443

● 146% increase in attacks causing physical operational impact
● 40% of organizations have OT assets exposed to the internet
● $400K per hour average cost of unplanned downtime
● $13.8M average cost of a single major incident

The Business Impact
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1 - IT threat IT threats 
reaching and compromising 
OT

2 - Vendor/OEM remote 
access into OT through weak 
access controls

3 - Lateral movement inside 
OT through poor 
segmentation

4 - Exploiting unpatched OT 
systems by a threat actor

The Paths 
to Disruption
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OT • UNPATCHABLE BY DESIGN

Virtual Patching for Unpatchable PLCs
OT vulnerabilities live for years in production. Virtual patching shields the device at the network — protection without a reboot, a 
vendor visit, or a maintenance window.

The patching reality in OT
Average time-to-patch for a PLC vulnerability:

18–36 months
Because patching a controller means:
▪ Coordinated plant shutdown
▪ Vendor-approved firmware
▪ Re-validation of safety logic
▪ Re-certification by the regulator

What virtual patching shields today
▪ Siemens S7 — CVE-2022-38465 — remote auth bypass on S7-1500 controllers.

▪ Schneider Modicon — CVE-2021-22779 — Modbus UMAS auth bypass on 
M340 / M580.
▪ Rockwell Logix — CVE-2022-1161 — ControlLogix run-mode code injection.
▪ Unitronics Vision — Default-credential abuse across exposed water utility PLCs.
▪ OPC UA stacks — Multiple deserialization CVEs across vendor implementations.

If you can't patch the controller, patch the wire in front of it.



Let’s go deeper:

• Is micro-segmentation on your roadmap - and if you've tried it before, what got in the way?
• If ransomware hits one production line, what stops it from reaching the next?
• Can you isolate a compromised machine without stopping the entire line?
• How do you prove that level of control to your regulators?

If a machine gets infected, 
how far can it spread?

Air-gapping isn’t a silver 
bullet
Even “isolated” OT networks still rely 
on removable media, vendor laptops, 
and USB firmware updates — each 
an active path for malware.



How We Stop Attack Paths Without Stopping Production:
Attackers don’t “hack a factory” - they take paths into it. We control those paths with security built for live 
production.

Entry Access Spread Exposure Resilience

IT-to-OT 
Boundary

Zero Trust 
Remote Access

Production Floor 
Segmentation

Control what 
enters into OT

Control who gets in 
and what they can 
reach

Control how far 
it can spread

Virtual 
Patching

Control known risk 
when you can’t patch

Readiness and 
Response

Stay in control with 
expert support



1: Control IT-to-OT crossings 
with firewalls, IPS, and app control

2: Control vendor/OEM access 
with Zero Trust, MFA, and session 
controls

3: Control lateral movement with 
segmentation & protocol 
inspection

4: Control unpatched OT 
systems with virtual patching and 
IPS

Enforce Security 
Where it Matters
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OT • ARCHITECTURE

The Purdue Model — Where Control Lives
Every segmentation, monitoring, and access decision in OT maps to a Purdue level. It's the lingua franca of industrial security.

Level Layer What Lives There Security Control Pattern

Level 5 Enterprise Network Enterprise resource planning ERP, email, business apps Standard IT controls

Level 4 Site Business Planning Manufacturing execution systems MES, historians, scheduling IT-style controls + monitoring

Level 3.5 Industrial DMZ Jump hosts, patch servers, reverse proxies Boundary firewall — the IT/OT crossing

Level 3 Site Operations Historian, AV, engineering workstations Segmented from Level 4, monitored east-west

Level 2 Supervisory Control SCADA, HMI, alarm servers Inspect industrial protocols, control sessions

Level 1 Basic Control PLCs, RTUs, controllers Zone & conduit enforcement (IEC 62443)

Level 0 Physical Process Sensors, actuators, motors, valves Passive monitoring only — never scan

Every OT control we sell maps to a Purdue boundary or zone.



Attackers Now Move at Machine Speed
The same rules no longer apply. Defenders need tools that match the speed of the attacker.

Automated at Scale

Agentic attackers test thousands of attack 
vectors in minutes — what used to take a 
human team weeks now runs 
continuously.

Dynamic and Adaptive

When one path is blocked, they pivot. They 
reason about your specific environment, 
chain observations, and keep going until 
they succeed.

Volume Overwhelms Triage

The pace of attacks now exceeds the pace 
of vulnerability triage, control correlation, 
and patching. The window between 
exposure and exploit has collapsed.

The time-to-being-hacked has collapsed. Detection and response cycles cannot keep up.



OT • AI-ENABLED THREAT

The first documented case of commercial AI models used to find and pursue a path into an OT environment — not a future 
scenario, but a 2026 intrusion.

THE CASE

Target
SADM — Monterrey municipal water & drainage 
utility, Mexico

When
Dec 2025 – Feb 2026; disclosed by Dragos, May 
2026

Actor & Tooling
Unattributed — Claude as technical executor, 
GPT as the analytical layer

AI turns any IT intruder into an OT-aware one — https://industrialcyber.co/reports/dragos-details-ai-assisted-intrusion-
targeting-mexican-water-utility-as-claude-openai-models-used-to-pursue-ot-access/

Amplifying  Threat Actor Landscape for OT



AI • OT CONVERGENCE

When Agentic AI will reach the Plant Floor Eventually
Frontier AI doesn't stop at IT. The same autonomous reasoning that breaks corporate networks in future can learn to read PLC 
logic, generate ladder code, and abuse HMI prompts.

LLM-Authored ICS Malware PLC & Ladder Logic Tampering

HMI Prompt & Data 
Injection

Engineering Workstation Hijack

The OT attack surface can easily inherit every capability of frontier AI.



The Painful Truth 

The problem we set out to 
solveAttackers

Move in Hours
Defenders

Takes Days
or Weeks



USE CASE 01

CVE Validation on Changed Attack Surface
New CVE published → agent detects it affects your infra → researches exploit → builds targeted payload — autonomously

SURFACE 
CHANGE

New Squid version on
company asset

CVE MATCH
CVE-2025-54574

CVSS 9.8 heap overflow

DEEP RESEARCH
Reads patch diff, finds
URN triggers overflow

BUILD PAYLOAD
Crafts urn: request to

trigger vulnerable code

VALIDATE
10/18 proxy nodes 

confirmed
vulnerable in 30 seconds

RESOURCES CONSULTED AUTONOMOUSLY

Customer Assets
18 hosts across 11 countries

CVE Database
NVD: CVSS 9.8, EPSS 3.2%

Patch Analysis
GitHub: urn.cc buffer fix

Threat Actors
APT3, Lazarus, Sandworm

Coverage Gap
0 Squid in 12,753 templates

[ SCREENSHOT: Nuclei scan — 10 hosts confirmed ]

The intelligence chain no scanner can replicate
•  Finds Squid version on non-standard ports
•  CVE database returns 8 unpatched vulnerabilities
•  Reads the actual patch commit to find the trigger
•  Builds exploit sending URN-scheme request
•  No human wrote this — agent reasoned the chain
•  Result: 10 nodes confirmed in 30 seconds



USE CASE 02

Full Attack Chain Validation
Beyond finding a secret — the agent authenticates, escalates, and proves no security control stopped the attack

FIND SECRET
Discovers exposed secret

key at specific URL

AUTHENTICATE
Uses secret to obtain

a valid session

ESCALATE
Probes admin endpoints

with authenticated session

ADMIN OPS
Creates user, modifies
config — proves control

PROVE NO 
CONTROLS

No WAF, MFA, rate-limit
or alerting blocked it

WHAT THE AGENT VALIDATES AT EACH STEP

Secret Validity
Is the exposed key still active?

Auth Bypass
Can the key create a real 
session?

Privilege Scope
Does the session have admin 
access?

Write Access
Can it modify config or create     
users?

Security Controls
Did any WAF/MFA/alerting 
trigger?

[ SCREENSHOT: Full attack chain execution ]

Generic scanner vs. agentic attacker
•  Scanner finds secret → reports "Exposed" → stops
•  Agent uses the secret to authenticate → succeeds
•  Agent escalates to admin API → no segmentation
•  Agent performs admin validation → no auth controls
•  No WAF, MFA, or rate-limiting blocked any step
•  No alerting triggered during the entire chain

→ Irrefutable proof. Cannot be deprioritized.



Threat Actor Profile: Qilin Ransomware

Exploited Vulnerabilities

Tactics & Techniques · MITRE ATT&CK Recent Attacks Most-Targeted Countries

✓ Check Point Research — Qilin (Agenda) ransomware threat profile, June 2026

USE CASE 03



Threat MapUSE CASE 04



OT • QUICK START

Your 90-Day OT Security Roadmap
A pragmatic path from "flat and blind" to "NIS2-evidence-ready" in three months — without a forklift upgrade.

Day 0–30

VISIBILITY
Deploy passive discovery on the SCADA segment.
▪ Build complete OT asset inventory
▪ Map every IT↔OT and vendor flow
▪ Identify top 10 exposure findings
▪ Baseline normal protocol behavior

Day 31–60

SEGMENTATION PILOT
Stand up zone enforcement on one production line.
▪ Deploy ruggedized firewall at line boundary
▪ Define zones & conduits per IEC 62443
▪ Replace shared VPN with zero-trust access
▪ Enforce MFA on all OT remote sessions

Day 61–90

PROOF & SCALE
Generate the audit evidence pack and replicate.
▪ Virtual patching live on critical PLCs
▪ Tabletop exercise with the IR plan
▪ NIS2 Art. 21 evidence pack produced
▪ Rollout plan to remaining sites

Visibility in 30. Segmentation in 60. Audit-ready in 90.
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